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1. Introduction
VicOne Corporation and its subsidiaries, affiliates, and associated entities (collectively,
“VicOne”) recognize the importance of information security. This Supplier Information
Security Policy sets out the minimum information security requirements that suppliers must
meet when they access VicOne systems or receive, access, store, transmit, process, or
otherwise handle information owned, controlled, possessed, or used by VicOne (VicOne

Information”).

2. Scope
This Policy applies to all suppliers, vendors, contractors, partners, and their personnel and
subcontractors that access VicOne systems or handle VicOne Information. All suppliers within
the scope of this Policy shall comply with its minimum requirements. VicOne may require
additional controls based on the sensitivity of the information, system access, services
provided, and potential impact on VicOne.

3. Minimum Information Security Requirements

3.1 Governance and Security Awareness

* Maintain the knowledge, skills, standards, practices, procedures, and resources necessary
to operate a secure [T environment.

* Maintain a documented information security policy and communicate it to personnel with
access to VicOne Information or relevant systems.

» Provide information security awareness training before or promptly after access is granted
and at least annually thereafter.

3.2 Access Control

* Authorize access before it is granted and restrict access to the minimum necessary for the
authorized purpose and role.

* Maintain a current record of personnel, contractors, agents, and service accounts with
access to VicOne Information or relevant systems and provide that record to VicOne upon
reasonable requests.

* Review access periodically and promptly revoke or adjust access when it is no longer
required or when a person’s role or employment changes.

* Implement multi-factor authentication (“MFA”) for all remote access to systems that
process or store VicOne Information, and for privileged access where technically feasible.

3.3 Information Handling, Retention, and Disposal

* Retain VicOne Information only for as long as necessary for the authorized purpose or as
required by applicable law or contract.

* Upon VicOne’s request or termination of the applicable engagement, securely return or
destroy VicOne Information, including copies, to the extent reasonably practicable, and
provide written certification upon request.

*  Where information remains in backups or archives, protect it from further use and delete it
in accordance with the supplier’s documented retention cycle, unless retention is legally
required.
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3.4 Data Location and Transfer

Access, store, or process VicOne Information only at locations and through services
disclosed to and authorized by VicOne where such authorization is required by contract or
applicable law.

Provide prior written notice before materially changing the country or region from which
VicOne Information is accessed or in which it is stored or processed and ensure that all
transfers comply with applicable data protection and cross-border transfer requirements.
Encrypt VicOne Information transmitted across public or otherwise untrusted networks
using industry-standard protocols, including TLS 1.2 or higher where TLS is used, or an
equivalent secure protocol.

Apply appropriate industry-standard encryption to sensitive VicOne Information at rest,
considering the information’s classification and risk.

3.5 Third Parties and Subcontractors

Do not disclose VicOne Information to a third party except as authorized in writing by
VicOne or permitted by the applicable contract.

Before a subcontractor handles VicOne Information, conduct appropriate risk assessment
and bind the subcontractor to confidentiality, security, privacy, incident notification,
return, and destruction obligations no less protective than those applicable to the supplier.
Remain responsible for the subcontractor’s compliance with those obligations.

3.6 System and Vulnerability Security

Implement reasonable measures to prevent, detect, and remove malicious software and
unauthorized code.

Maintain logging and security audit arrangements appropriate to the risk, including records
sufficient to identify access to systems and VicOne Information, and protect logs against
unauthorized alteration.

Conduct vulnerability assessments at a frequency appropriate to the risk and promptly
remediate identified vulnerabilities.

Apply critical security patches without undue delay and within a risk-based timeframe
documented by the supplier. Where immediate remediation is not feasible, implement and
document effective compensating controls.

3.7 Business Continuity and Physical Security

Maintain business continuity and disaster recovery arrangements proportionate to the
services provided and the potential impact on VicOne. For critical services, test relevant
plans at least annually and provide a summary of results to VicOne upon reasonable
request.

Protect facilities and IT environments against unauthorized physical access, theft, fire,
flood, environmental hazards, and power disruption using controls appropriate to the risk.

3.8 Security Incident Management

Maintain documented procedures to detect, assess, respond to, contain, investigate, recover
from, and learn from security incidents.

Notify VicOne at security@vicone.com immediately upon becoming aware of any
confirmed or reasonably suspected security incident affecting VicOne systems, VicOne
Information, or services provided to VicOne, and no later than 24 hours after such
awareness.
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» The initial notification shall, to the extent known, describe the nature and scope of the
incident, affected information and systems, likely consequences, containment or
remediation actions, and a point of contact. The supplier shall provide timely updates and
preserve relevant evidence.

* Do not make public statements identifying VicOne or notify third parties on VicOne’s
behalf unless legally required or authorized in writing by VicOne.

4. Personal Data Protection
When processing personal data for or on behalf of VicOne, suppliers shall comply with
applicable data protection laws and contractual requirements; process the data only for
authorized purposes; keep the data confidential; implement technical and organizational
measures appropriate to the risk; assist VicOne with data subject requests, security incidents,
regulatory inquiries, and required assessments where applicable; and return or securely destroy
the data as required.

5. Compliance and Assurance
Upon reasonable request, suppliers shall provide information and evidence necessary to
demonstrate compliance with this Policy, such as relevant policies, training records, risk
assessments, access review records, vulnerability and patch management summaries, business
continuity test summaries, independent audit reports, or certifications. VicOne may consider
recognized standards or frameworks, including ISO/IEC 27001 and TISAX, but certification
does not by itself relieve a supplier of its obligations.

Where a supplier cannot meet a requirement, it should notify VicOne without undue delay,
explain the reason and risk, and propose compensating controls. Any exception must be
documented and approved in writing by VicOne’s authorized representative before reliance on
the exception.

6. Order of Precedence
This Policy establishes minimum requirements. If an applicable law, contract, security
schedule, SLA, or written VicOne requirement imposes a higher standard, the higher standard
applies. In the event of a conflict, the applicable contract’s order-of-precedence clause governs.

7. Review and Revision
VicOne may periodically review and update this Policy to reflect changes in technology,
threats, laws, regulations, standards, or business requirements. Suppliers shall review updates
communicated by VicOne and implement applicable changes within the timeframe specified
by VicOne or the applicable contract.

8. Language
This Policy is prepared in English and translated into Japanese. The English version is the
authoritative version, and the Japanese version is provided for reference. If there is any conflict,
inconsistency, or discrepancy between the two versions, the English version prevails.
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