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Executive Summary 

As charging networks become more connected, Electric Vehicle Supply Equipment (EVSE) 

increasingly operates at the intersection of transportation, energy, payments, and cloud services. 

VicOne’s extensive research and deployment experience across EVSE and grid-edge infrastructure 

has shown that this transformation relies on increasingly complex software stacks comprising 

operating systems, communication protocols, remote management functions, open-source 

components, and supplier-provided software.1 

Within this complex environment, the Open Charge Point Protocol (OCPP) and its Security 

Operations Guide provide a practical baseline for securing communication and operations 

between charging stations and Charging Station Management Systems (CSMSs).2 However, 

through years of security assessments on real-world charging deployments, VicOne has 

consistently observed that these controls remain only as reliable as the software and processes 

that implement them. Vulnerabilities in open-source dependencies, custom code, or supplier 

components can weaken an otherwise secure OCPP implementation. 

This white paper then examines how EVSE architecture, OCPP trust relationships, and software 

dependencies shape vulnerability exposure across charging infrastructure. It also shows how 

vendors can identify affected products, prioritize remediation based on actual deployment risk, 

and sustain secure operations as software, suppliers, and threats change over time. 

These capabilities help vendors move beyond point-in-time protocol compliance toward 

continuous assurance, strengthening infrastructure resilience, regulatory and procurement 

readiness, and long-term customer trust. 
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Key Takeaways  

• OCPP provides the security foundation, but only continuous software supply 

chain governance — as practiced and refined by VicOne in grid-scale 

deployments — can sustain it throughout the EVSE lifecycle.  

• Shared dependencies and centralized control can turn a single weakness into a 

network-wide operational, financial, and reputational risk.  

• Software bills of materials (SBOMs), Vulnerability Exploitability eXchange (VEX), 

and deployment context give vendors a clearer view of actual exposure, helping 

teams focus resources on the products and vulnerabilities that matter most.  

• Risk prioritization should consider exploitability, business criticality, and 

infrastructure impact — not technical severity scores alone.  

• Continuous assurance strengthens resilience, supports regulatory 

and procurement readiness, and builds customer confidence throughout the 

EVSE lifecycle.  

• VicOne’s approach combines deep protocol expertise with advanced software 

composition analysis and operational security capabilities, enabling 

vendors to move beyond point-in-time compliance toward true continuous 

assurance.3 
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Chapter 1. Introduction 

Electric Vehicle Supply Equipment (EVSE) has evolved from a power-delivery device into a 

connected part of critical infrastructure. Charging stations now interact with electric vehicles 

(EVs), Charging Station Management Systems (CSMSs), payment services, cloud platforms, 

operator networks, and the electricity grid.4 Their security, therefore, depends not only on 

individual devices but also on the software and operational relationships that connect the wider 

charging environment. 

 

The challenge is no longer limited to designing a secure charging station at the time of release. 

Vendors must maintain software integrity as dependencies age, vulnerabilities emerge, suppliers 

issue updates, and products remain deployed across distributed charging infrastructure for many 

years. 

 

1.1 OCPP as an operational security baseline  

The Open Charge Point Protocol (OCPP) is central to communication and operations between 

charging stations and CSMSs. Security requirements are included in OCPP 2.x and have also been 

extended to OCPP 1.6-J.5, 6 

 

Protocol requirements alone, however, do not guarantee a consistently secure implementation. 

The Open Charge Alliance developed the OCPP Security Operations Guide to complement the 

specification with practical guidance for implementers of charging stations and CSMSs. It 

distinguishes among requirements already covered by OCPP, anticipated additions to the 

specification, and recommendations beyond the protocol that support secure implementation 

and operation. 

 

The guide covers areas such as secure communication, credentials, firmware updates, hardening, 

monitoring, vulnerability handling, access control, and supply chain security. These measures 

establish an important operational baseline, but their effectiveness depends on the software 

components and lifecycle processes that implement them.  

 

1.2 The software supply chain behind OCPP  

OCPP security controls operate within a wider software stack. Secure communications depend on 

cryptographic libraries and certificate-validation logic. Firmware protection relies on update 

clients, signature-verification code, bootloaders, and remote management services. Privileged 

operations depend on authorization controls in both the charging station and CSMS. 
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A control may therefore be securely defined at the protocol level yet weakened by an outdated 

dependency, an implementation flaw, a misconfiguration, a compromised supplier component, or 

an insecure development process. 

 

Open-source software supports much of modern EVSE development, including operating 

systems, communication libraries, protocol implementations, storage services, and update 

mechanisms. These components accelerate development and interoperability, but they also cause 

products to inherit risks from upstream projects. 

 

Exposure extends beyond the dependencies that vendors must intentionally select. Transitive 

components may enter through other packages, while supplier-provided SDKs and binary 

firmware may provide little visibility into their composition or patch status. 

 

Charging station vendors must therefore understand which software is present in their products, 

determine whether newly disclosed vulnerabilities are applicable, and provide appropriate 

mitigation or remediation. This requires continuous software visibility, architectural resilience, 

monitoring, and an established response capability throughout the supported product lifecycle.  

 

1.3 Regulatory and market drivers  

Software transparency and vulnerability handling are increasingly becoming conditions of 

compliance, procurement, and market access.7, 8 

 

The OCPP Security Operations Guide maps its measures against several European and North 

American regulatory and industry frameworks. Its analysis shows that OCPP addresses part of the 

expected security baseline. In contrast, measures such as vulnerability handling, security testing, 

charging station hardening, incident reporting, cybersecurity management, and supply chain 

controls extend beyond protocol implementation. 

 

OCPP conformance alone does not demonstrate complete visibility into dependencies, supplier 

governance, vulnerability response capability, secure field updates, incident readiness, or current 

lifecycle evidence. 

 

Meeting these expectations requires an integrated lifecycle approach connecting product 

engineering, software composition management, supplier oversight, vulnerability response, and 

field operations. Software supply chain visibility and lifecycle vulnerability management are 

therefore becoming fundamental requirements for secure and commercially viable charging 

infrastructure.  
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1.4 VicOne’s perspective on grid-edge security  

Having conducted extensive security research and red-team exercises on both AC and DC 

charging infrastructure across Asia, Europe, and North America, VicOne has repeatedly identified 

the same pattern: OCPP-compliant systems can still be compromised through supply chain 

weaknesses or operational gaps that the protocol itself does not address.9  

 

This white paper distills these field-derived insights into actionable guidance for charging station 

vendors and operators seeking to achieve resilient, regulation-ready deployments.  
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Chapter 2. EVSE Architecture, OCPP Trust 

Boundaries, and Software Attack Surface  
This chapter maps the architecture, software layers, trust relationships, and exposed interfaces 

behind OCPP-based charging operations. It shows where software dependencies reside and how 

compromise can cross technical and operational boundaries.  

 

2.1 AC and DC charging station architectures  

Although AC and DC charging stations perform the same fundamental function — delivering 

energy safely to an EV — their internal architectures and software requirements differ 

significantly. 

 

An AC charging station primarily manages vehicle connection detection, current negotiation, 

metering, and safe activation of the power circuit. It commonly uses a microcontroller or 

lightweight system-on-chip, basic network connectivity, local authentication interfaces, and bare-

metal firmware, an RTOS, or lightweight Linux. Its smaller software stack may offer fewer attack 

surfaces, but limited processing and update capabilities can make long-term maintenance 

difficult. 

 

A DC fast-charging station performs power conversion before delivering high-voltage DC directly 

to the vehicle battery. It typically relies on a Linux-based main controller, multiple subsystem 

controllers, OCPP and ISO 15118 communications, payment or user-authentication services, 

remote diagnostics, update agents, and internal operational networks.10 This creates a more 

connected environment in which a weakness in a network-facing service may provide a path 

toward transaction, operational, or safety-related functions. 

 

Dimension AC Charging Station DC Fast Charging Station 

Primary computing 

platform 

MCU or lightweight SoC  Application processor with multiple 

subsystem controllers  

Operating environment  Bare metal, RTOS, or 

lightweight Linux  

Embedded Linux 

with additional firmware and RTOS 

components  

Communications  Control pilot and basic 

network connectivity  

OCPP, ISO 15118, local services, and 

multiple backend connections  

Update capability  May be limited or absent  Typically supported through remote 

update processes  

Primary concern  Limited maintainability and 

long-term exposure  

Complex, highly connected operational 

environment  

Potential impact  Local disruption or network 

foothold  

Service disruption, transaction 

compromise, or operational control  
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Table 1. Comparison of AC and DC charging station architectures, update capabilities, and potential security 

impacts  

 

Complexity alone does not determine risk. A simpler device that cannot be securely updated may 

remain exposed longer than a more sophisticated system with mature monitoring and 

remediation capabilities.  

  

2.2 Software stack and dependency layers  

OCPP operates within a broader software stack. Each layer introduces components that may 

affect the reliability of the charging station’s security and operational functions.  

 

Layer  Typical components  Security significance  

Boot and platform 

trust  

ROM boot code, bootloader, Secure Boot 

configuration  

Determines which firmware 

is permitted to run  

Operating system  Linux kernel, RTOS, system services, 

drivers, BusyBox, systemd  

Manages privileges, processes, 

networking, and storage  

Middleware and 

libraries  

TLS, HTTP, WebSocket, JSON, XML, 

database, and compression libraries  

Processes external data and supports 

communications  

OCPP and device 

services  

OCPP client, transaction logic, 

configuration, logging, and monitoring 

services  

Implements protocol behavior and 

operational decisions  

Update and 

maintenance  

OTA agent, local update tools, SSH, 

diagnostics, and web interfaces  

Controls privileged access and software 

changes  

Supplier 

components  

Cellular firmware, payment SDKs, 

metering software, and SoC BSPs  

May be opaque or dependent on supplier 

support  

Operational 

backend  

CSMS applications, databases, APIs, 

portals, and third-party integrations  

Manages charging stations and issues 

operational commands  

Table 2. EVSE software stack layers, representative components, and their security significance  

 

Components may enter the product through direct selection, transitive dependencies, build 

systems, hardware SDKs, or supplier-provided firmware. A weakness below the OCPP layer can 

therefore undermine certificate validation, firmware verification, authorization, or security event 

reporting, even when the protocol itself is configured correctly.  

 

2.3 OCPP operational trust boundary  

The connection between the charging station and the CSMS is one of the most consequential 

trust boundaries in EV charging infrastructure.  

Through OCPP, a CSMS may manage or influence:  

• charging station configuration  

• certificate installation and renewal  
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• firmware updates  

• reset and maintenance operations  

• transaction processing  

• operational availability  

• smart-charging behavior diagnostics and security-event reporting  

 

The relationship depends on both endpoints establishing and maintaining trustworthy identities 

and communications. The OCPP Security Operations Guide cautions that Security Profile 1 does 

not provide a secure communications channel on its own and recommends TLS-based profiles 

for operations over untrusted networks. 

 

Authentication, however, does not determine whether every authenticated user, service, or 

connected system should be allowed to perform every operation. A compromise involving the 

CSMS, an operator account, or an authorized intermediary may allow an attacker to send 

apparently legitimate commands through an established OCPP connection.  

 
Figure 1. The OCPP operational trust chain extends beyond the charging station and CSMS to operator accounts, 

energy-management systems, roaming platforms, maintenance tools, and third-party services.  

This broader relationship places device identities, cryptographic keys, firmware trust anchors, 

configuration, transaction data, telemetry, and power-control functions within the same 

operational security model.  

  

2.4 External, proximity, and physical interfaces  

Charging station interfaces can be grouped according to the access required to reach them.11  
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Remote interfaces are accessible through network connections or trusted backend relationships. 

Proximity interfaces require an attacker to be near the charging station, while physical interfaces 

expose lower-level hardware, service, or controller functions.  

 

Reachability  Representative interfaces  Primary concern  

Remote  OCPP, OTA, remote maintenance, backend 

integrations  

Unauthorized commands or software 

changes  

Proximity  Wi-Fi, BLE, RFID/NFC, vehicle communication  Authentication and input-processing 

weaknesses  

Physical  USB, Ethernet, UART, JTAG, internal buses  Firmware extraction or direct device control  

Table 3. Charging station interfaces categorized by reachability and primary security concern  

 

These interfaces form the technical basis for the threat analysis that follows. The next chapter 

examines how attackers may exploit them and how local weaknesses can expand into 

infrastructure-wide risk. 
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Chapter 3. Threat Landscape and Infrastructure-

Wide Risk  
This chapter defines the security objectives and threat sources relevant to OCPP-based charging 

infrastructure and explains how shared dependencies and centralized management can amplify 

local weaknesses.  

  

3.1 Security objectives  

Traditional cybersecurity objectives — confidentiality, integrity, and availability — remain relevant 

to EVSE. However, charging infrastructure also requires explicit consideration of physical 

operation, financial transactions, and long-term lifecycle support. 

 

EVSE security must protect safe and reliable charging, service availability, transaction and 

metering integrity, trusted identities, operational control, and long-term lifecycle resilience. 

Compromise may therefore affect not only information and communications but also financial 

transactions, equipment operation, service continuity, and the vendor’s ability to restore secure 

operation. 

 

Because these objectives are interdependent, risk assessment must consider not only a 

vulnerability’s immediate technical effect but also the operational functions and infrastructure it 

can reach. 

 

In the context of grid-edge operations, the availability and integrity of charging stations are not 

merely commercial concerns — they directly impact grid stability, especially as Vehicle-to-Grid 

(V2G) and smart charging capabilities expand. VicOne’s grid security research highlights that a 

compromised EVSE cluster can serve as both an entry point and a force multiplier for broader 

energy infrastructure attacks.12  

  

3.2 Threat sources and motivations  

Different actors may exploit the same weakness for different purposes:  

 

Threat source  Primary motivation  Likely approach  

Cybercriminals  Extortion, fraud, data theft, or 

resale of access  

Known vulnerabilities, weak credentials, 

exposed management services, and 

ransomware  

State-sponsored actors  Espionage, persistence, or 

infrastructure disruption  

Supply chain compromise, CSMS infiltration, 

credential theft, or previously unknown 

vulnerabilities  
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Hacktivists  Ideological visibility and public 

disruption  

Service interruption, interface defacement, or 

misuse of disclosed vulnerabilities  

Opportunistic attackers  Easy access, experimentation, 

or financial gain  

Automated scanning and publicly available 

exploit code  

Insiders and 

compromised trusted 

parties  

Malice, error, or misuse of 

authorized access  

Excessive privileges, insecure integrations, 

stolen accounts, or configuration changes  

Table 4. Key threat sources targeting EV charging infrastructure, their motivations, and likely approaches  

 

Public security research can also change the threat environment. Once vulnerability details or 

proof-of-concept code are released, techniques that previously required specialized expertise 

may become accessible to opportunistic attackers. This makes coordinated disclosure and timely 

remediation essential.  

  

3.3 OCPP-centric threat scenarios  

Threats to OCPP-based infrastructure generally follow two paths:  

• Exploitation of the OCPP implementation or its supporting software  

• Misuse of legitimate OCPP access after a trusted identity or system has been 

compromised  

 

The following scenarios illustrate how both can affect charging operations.  

 

Trusted access and identity compromise  

Compromise of a CSMS, operator account, or authorized intermediary can turn an authenticated 

OCPP connection into an attack path. Depending on the access available, an attacker may 

influence configuration, certificates, firmware, transactions, resets, or charging behavior across 

connected charging stations. 

 

The OCPP Security Operations Guide notes that authentication alone does not provide role 

separation for privileged charging station functions. Certificate updates, firmware installation, 

financial transactions, and coordinated power switching may therefore require additional 

authorization and oversight beyond establishing a trusted connection. 

 

This creates an important distinction between connection trust and operation authorization: an 

authenticated system should not automatically be permitted to perform every high-impact 

function.  

 

Firmware and update-chain compromise  

Firmware updates are necessary for remediation, but they also provide a path for high-impact 

software changes. 
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Attack scenarios generally fall into three categories:  

• Delivery-channel compromise. Redirecting the charging station to an unauthorized 

source or intercepting the download process.  

• Verification failure. Bypassing package signatures, integrity checks, authorization, or 

anti-downgrade controls.  

• Trusted-system compromise. Breaching the build, signing, update, or CSMS 

environment used to distribute legitimate releases.  

 

A successful attack may provide persistent access that survives restart or ordinary configuration 

recovery.  

 

Implementation exploitation and evidence suppression  

Vulnerabilities in message parsing, WebSocket handling, certificate validation, and command-

processing logic may cause denial-of-service attacks, authentication bypass, inconsistent 

operational states, or code execution. 

 

After gaining access, attackers may attempt to conceal their activity by altering logs, 

manipulating device time, suppressing security events, or falsifying health telemetry. Effective 

investigation, therefore, requires trustworthy event generation at the charging station and 

independent collection by the CSMS or the backend security platform.  

  

3.4 Infrastructure-wide amplification  

A vulnerability becomes systemic when technical and operational conditions enable its effects to 

extend beyond a single charging station. 

 

The following mechanisms can extend a local weakness across the charging infrastructure. 

 

Amplification 

mechanism  

Primary cause Potential result 

Horizontal 

exposure  

Shared software and firmware across 

products  

One vulnerability affects many deployed 

charging stations  

Vertical 

inheritance  

Direct, transitive, and supplier 

dependencies  

Vulnerabilities enter products 

without complete vendor visibility  

Centralized 

amplification  

Trusted management, update, identity, 

or integration services  

One compromised system influences many 

charging stations  

Delayed 

remediation  

Limited assessment, testing, or 

deployment capability  

Known exposure remains exploitable for an 

extended period  

Table 5. Mechanisms that can amplify a local vulnerability into infrastructure-wide exposure  
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These mechanisms show why vulnerability impact cannot be judged solely at the individual-

device level. Chapter 4 examines where EVSE vulnerabilities originate, how attackers combine 

them into multistage attack chains, and how vendors can prioritize remediation based on actual 

deployment risk. 
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Chapter 4. Anatomy of EVSE Vulnerabilities: 

Sources, Attack Chains, and Prioritization  
Chapter 3 explained how local weaknesses can create infrastructure-wide exposure. This chapter 

examines where those weaknesses originate, how attackers combine them, and how vendors can 

prioritize remediation based on real deployment risk rather than severity scores alone.  

 

4.1 Vulnerability sources  

EVSE vulnerabilities generally originate from three sources: third-party and open-source 

components, in-house code, and supplier-provided binaries and SDKs. Each category differs in 

visibility, patch ownership, and remediation difficulty.  

 

Vulnerability 

source  

Visibility  Vendor patch 

control  

Common weaknesses  Primary challenge  

Third-party and 

open-source 

components  

Generally high 

when versions 

are known  

Moderate  Parser flaws, memory 

corruption, privilege 

escalation, and 

cryptographic defects  

Identifying affected 

versions and integrating 

patches quickly  

In-house code  Low until 

discovered 

through testing 

or disclosure  

High  Authentication, 

authorization, injection, 

and update-logic flaws  

Preventing and detecting 

implementation defects  

Supplier binaries 

and SDKs  

Often limited  Low  Undocumented flaws in 

firmware, drivers, 

protocol stacks, or 

libraries  

Dependence on supplier 

disclosure and 

remediation  

Table 6. Comparison of EVSE vulnerability sources by visibility, vendor patch control, common weaknesses, and 

remediation challenges   

 

Third-party and open-source components  

Third-party components support nearly every layer of charging station software, from the 

operating system to communications and update services. 

 

Several categories are particularly relevant. These include protocol and data parsers,   

cryptographic and certificate components, operating-system components, and web and remote-

management components. 

 

These recurring vulnerability classes reinforce the need for secure coding, software composition 

analysis, protocol fuzzing, and independent testing.  
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In-house code  

Vendor-developed code implements many of the products’ most specific and consequential 

functions. Vulnerabilities in this code may have no public identifier or upstream patch. 

 

Common weaknesses include: 

• Incomplete authentication or authorization  

• Unsafe handling of commands, queries, or backend requests  

• Insufficient validation of OCPP operations and device state  

• Weaknesses in firmware verification, version control, or recovery  

• Incomplete or alterable security logging and telemetry  

 

A charging station may correctly parse an OCPP message yet still execute it without confirming 

whether the requesting identity, role, or current device state permits the operation.  

  

Supplier-provided binaries and SDKs  
Supplier-controlled firmware, SDKs, drivers, and middleware may contain complete software 

stacks that charging station manufacturers cannot fully inspect. 

 

This creates three related challenges:  

• Visibility: The manufacturer may not know which internal components and versions are 

present.  

• Assessment: Source-based composition analysis may be unable to determine whether a 

disclosed vulnerability applies.  

• Remediation: The manufacturer may have to wait for the supplier to investigate and 

release an update.  

 

Supplier components may account for fewer identified vulnerabilities yet impose a 

disproportionate governance burden, as the charging station manufacturer remains accountable 

to customers without full control over remediation.  

  

4.2 Representative attack chains  

Individual weaknesses often provide only limited access. Attackers may combine vulnerabilities 

across software layers to increase privileges, establish persistence, or influence multiple charging 

stations.  

 

From a management interface to persistent control  

A representative device-level attack chain may proceed as follows:  
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1. Discovery and initial access. The attacker identifies a reachable management interface 

and gains access through shared credentials, authentication bypass, or an unprotected 

function.  

2. Command execution. An injection flaw or an unsafe maintenance function allows 

command execution with the management service’s privileges.  

3. Privilege escalation. An operating system or configuration weakness grants the attacker 

broader access to protected files, credentials, or system services.  

4. Update-path compromise. The attacker modifies update configuration, verification 

logic, or firmware trust material.  

5. Persistence. A modified system component or unauthorized firmware allows access to 

survive restart and ordinary recovery.  

 

A medium-severity weakness at the initial stage may therefore become critical when it provides a 

path to privileged services or the firmware trust chain.    

 

 

Wireless interface flaws expose charger control  

  

At Pwn2Own Automotive 2024, the Synacktiv team chained two vulnerabilities 

discovered in the Autel MaxiCharger’s Bluetooth Low Energy and Wi-Fi functionality to 

achieve remote code execution.13 The exploit demonstrated how weaknesses across 

separate wireless interfaces can combine to create a more consequential compromise.  

  

By moving beyond initial access into the charging station’s software environment, the 

demonstration underscores the need to connect component-level testing 

with timely firmware remediation and reliable field-update capability. 

 

 

From trusted OCPP access to distributed impact  

A second chain begins with the compromise of a system already trusted to perform OCPP 

operations:  

1. Trusted-system compromise. The attacker gains control of a CSMS account, an 

authorized intermediary, a certificate-management service, or an update environment.  

2. Authenticated OCPP access. The compromised system sends commands through an 

established OCPP connection.  

3. Privileged operation. The attacker changes the configuration, initiates an update, 

replaces certificates, resets devices, or alters charging availability.  

4. Coordinated execution. The same command or software change is applied across 

multiple connected charging stations.  

5. Evidence suppression. Monitoring settings, security events, or operational telemetry are 

altered to delay detection.  
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No charging station vulnerability is required if the attacker compromises a system already 

authorized to execute high-impact operations.  

 

From vehicle-supplied input to charging disruption  

A malicious vehicle or specialized test device may send malformed data through an IEC 61851 or 

ISO 15118 communication path.  

 

The input may trigger a vulnerability in the charging station’s protocol parser or state-machine 

implementation, causing:  

• protocol-service failure  

• repeated restart or error states  

• denial of charging  

• memory corruption  

• code execution on the main control unit  

 

Although this attack requires physical proximity, it demonstrates how externally supplied data 

can reach software responsible for core charging operations.  

 

 

One memory-safety flaw compromises a DC fast charger  

  

At Pwn2Own Automotive 2026, the Fuzzware.io team achieved full control of 

the Alpitronic HYC50 using a single out-of-bounds write reachable through an externally 

accessible attack surface.14 The demonstration showed how one memory-safety flaw in an 

exposed component can compromise a commercial DC fast charger.  

  

While the public disclosure did not identify the exact interface used, the case highlights 

the risk of untrusted input reaching software responsible for core charging functions. It 

reinforces the need for rigorous input validation, parser and state-machine testing, and 

effective fault containment. 

 

 

4.3 Vulnerability prioritization beyond CVSS  

CVSS estimates technical severity but does not show whether a vulnerability is reachable, affects 

a critical EVSE function, or is widely deployed.15  

 

A more useful prioritization model considers three dimensions:  
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Priority score = technical severity × contextual exploitability × infrastructure impact 

 

Dimension  1 — Low  2 — Medium  3 — High  

Technical 

severity  

Limited exposure or 

restricted local effect  

Significant disruption, 

data exposure, privilege 

gain, or transaction 

impact  

Code execution, device 

takeover, key compromise, 

or potential safety 

consequence  

Contextual 

exploitability  

Vulnerable component is 

present, but the attack path 

is strongly constrained  

Requires authentication, 

physical proximity, a 

specific configuration, or 

specialized capability  

Vulnerable code is present, 

reachable, and practically 

exploitable  

Infrastructure 

impact  

Limited model, version, 

configuration, or deployment 

group  

Major product line or 

significant deployment 

subset  

Widely deployed products, 

several product lines, or 

centralized infrastructure  

Table 7. Vulnerability prioritization framework based on technical severity, contextual exploitability, and 

infrastructure impact. Contextual exploitability may be scored “0 — Not affected” when evidence shows that the 

vulnerable code is absent, disabled, already patched, or unreachable.  

 

Any vulnerability that could affect physical safety should be escalated regardless of its calculated 

score. Infrastructure impact should also consider operational criticality rather than device count 

alone; a small number of charging stations supporting critical transport or energy functions may 

warrant greater urgency than a larger number of lower-impact devices.  

 

Vulnerability scenario  Severity  Exploitability  Infrastructure 

impact  

Score  Recommended 

response  

Remote code-execution 

flaw in a shared TLS 

service used across 

several products  

3  3  3  27  Emergency response 

and accelerated 

mitigation  

Parser flaw requiring a 

malicious vehicle and 

affecting one DC 

product line  

2  2  2  8  High-priority 

validation and 

planned 

remediation  

Web-server 

vulnerability in a 

module excluded from 

the production build  

2  0  3  0  Publish a supported 

“not affected” VEX 

statement  

Local information 

disclosure in a limited 

maintenance 

configuration  

1  1  1  1  Address through 

routine maintenance  

Table 8. An illustrative application of the vulnerability prioritization framework using severity, exploitability, and 

infrastructure impact to determine response priority  
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The model identifies vulnerabilities that affect critical functions or centralized infrastructure while 

allowing supported “not affected” conclusions for code that is absent or unreachable.  

 

Applying it consistently requires accurate software inventories, product-specific exploitability 

analysis, and clear remediation ownership. Chapter 5 examines the SBOM, VEX, vulnerability 

intelligence, and supplier governance capabilities needed to provide that foundation. 
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Chapter 5. Software Composition and Vulnerability 

Governance  
Effective vulnerability governance or prioritization depends on knowing which software is 

present, where it is deployed, and whether a reported weakness is exploitable in the product’s 

actual configuration. A component list created at release provides only a snapshot; continuous 

visibility must account for new builds, changing deployments, supplier updates, and 

vulnerabilities disclosed throughout the supported lifecycle. 

 

The chapter therefore addresses three questions:  

1. What software is present, and in which products and releases?  

2. Which deployed charging stations are potentially or actually affected?  

3. Who is responsible for assessment and remediation?  

  

5.1 SBOM construction and deployment mapping  

An EVSE SBOM records the components included in a software product.16 For EVSE, it should 

cover the complete released software stack, including direct and transitive dependencies, 

platform software, embedded firmware, and supplier-controlled components.  

 

Core SBOM information 

 

SBOM information  Purpose  

Component identity and version  Supports accurate matching against vulnerability information  

Supplier or origin  Establishes provenance and upstream responsibility  

Dependency relationship  Shows how direct and transitive components enter the product  

Integrity identifier  Helps verify the analyzed package or software image  

License and support status  Identifies legal, maintenance, and end-of-life concerns  

Release or product association  Connects the component to an identifiable firmware release and 

charging station configuration  

Table 9. Core SBOM information for EVSE software products  

 

Whatever format is used, package names, versions, and identifiers must be recorded consistently. 

Inconsistent naming can lead to duplicate findings, obscure transitive relationships, or prevent a 

valid vulnerability match.17, 18  

 

Generation and validation  

No single analysis method provides complete coverage. Vendors should reconcile evidence from 

source and dependency analysis, build-time collection, binary and firmware scanning, supplier 

records, and engineering declarations for proprietary or unidentified components. 
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The resulting SBOM should be validated against the final released image. Validation should 

confirm that critical software layers and supplier-controlled components are represented, 

component identities and versions are reliable, and dependency relationships are sufficiently 

complete for vulnerability analysis.  

 

Product and deployment traceability  

An SBOM should be associated with a specific release rather than maintained as a general 

inventory for an entire product family. 

The required relationship is:  

 

Component 

→ Software build 

→ Firmware release 

→ Charging station model and configuration 

→ Deployed charging station or customer environment  

 

This mapping allows vendors to identify the affected population when a vulnerability is disclosed. 

It also prevents assumptions that related models contain identical software or that deployed 

charging stations are running the latest supported release. 

 

Deployment records should connect each charging station or deployment group to its hardware 

revision, installed firmware, enabled configuration, update status, customer environment, and 

lifecycle status. These details do not need to reside in the SBOM itself, but the relationship must 

remain reliable and up to date.  

  

5.2 Vulnerability matching and contextual assessment  

Component records must be continuously compared with public vulnerability information, 

upstream and supplier advisories, exploit intelligence, internal testing, incidents, and coordinated 

disclosures.19, 20, 21  

 

Because vulnerabilities often emerge after release, unchanged firmware may accumulate new 

exposure throughout its supported lifecycle.   

 

Matching and normalization  

Automated matching may generate false positives or miss valid exposure when SBOM records 

and vulnerability sources describe the same software differently. 

Matching should account for:  

• Naming, identifier, and version inconsistencies  

• Forks, modifications, backports, and ecosystem-specific fixes  



Securing the Grid’s Edge: Managing Open-Source 
Vulnerabilities in the EVSE Software Lifecycle 

 

23 

 

 

 

• Transitive, optional, disabled, or excluded modules  

• A reported match should trigger investigation rather than be treated as immediate proof 

that the product is affected.  

 

Contextual assessment  

Each potential match should be evaluated across four decision areas.  

 

Assessment area  Core question  

Applicability  Are the affected component and vulnerable code present in the released 

product?  

Reachability  Is the relevant function enabled and accessible through a realistic attack 

path?  

Impact  Which critical functions, products, and deployed charging stations could be 

affected?  

Response  Is a mitigation or fix available, and who owns the required action?  

Table 10. Decision areas for contextual vulnerability assessment  

 

The result should feed into the technical severity, contextual exploitability, and infrastructure 

impact model established in Chapter 4. 

 

Compensating controls may reduce the likelihood or impact of exploitation, but they should be 

evaluated carefully. Network restrictions, disabled features, and configuration settings can 

change and may provide less assurance than removing or patching the vulnerable code.  

  

5.3 VEX and product-specific decisions  

A Vulnerability Exploitability eXchange (VEX) record documents whether a vulnerability 

associated with an SBOM component affects a specific product and explains the technical basis 

for that determination.22  

 

VEX status  Meaning  

Under investigation  A possible match has been identified, but applicability has not yet 

been determined  

Affected  The vulnerable function is present and exploitable, or impact cannot yet be 

ruled out  

Not affected  Technical evidence shows that the vulnerability does not apply to the 

product  

Fixed  The vulnerability has been remediated in an identified release  

Table 11. VEX statuses for product-specific vulnerability decisions 23  
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A supported “not affected” conclusion may be based on evidence that the component or module 

is absent, the vulnerable code was not compiled or enabled, the relevant path is unreachable, a 

fix has already been applied, or the original component match was incorrect. 

 

A VEX conclusion should be specific enough to withstand technical review. Difficulty of 

exploitation or a temporary configuration restriction may reduce priority, but neither necessarily 

proves that the product is unaffected. 

 

VEX status should change as investigation and remediation progress. This preserves an auditable 

record from initial detection through verified resolution and helps development, security, 

support, customers, and suppliers work from the same product-specific assessment.  

  

5.4 Supplier dependencies  

Supplier-controlled software must be incorporated into the same composition and vulnerability-

governance process as internally developed components.24 

 

Vendors should require suppliers to provide:  

1. Current software information, including component versions and SBOMs  

2. Vulnerability notification and applicability analysis, including newly identified upstream 

exposure  

3. Mitigation and remediation information, including expected investigation and patch 

timelines  

4. Lifecycle and escalation information, including support dates and security contacts  

 

Obtaining an SBOM during procurement is not sufficient. Supplier information must remain 

current for as long as the component is used in supported charging station products. 

 

Direct suppliers may themselves rely on hardware manufacturers, software vendors, and open-

source projects. Undisclosed components may prevent reliable assessment; upstream fixes may 

require supplier integration and testing; support may end before the charging station lifecycle; 

and a single shared supplier component may affect several product lines. These dependencies 

should be treated as known remediation constraints. 

Contracts should therefore establish component-transparency requirements, vulnerability-

notification timelines, investigation and remediation responsibilities, end-of-support notice, and 

continued access to updates or technical information. 

 

The charging station manufacturer remains accountable to customers even when vulnerable 

software originates upstream. Supplier dependence cannot be treated as an exception to the 

vulnerability-management process.  
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5.5 Governance workflow and measures  

Software composition data becomes operationally valuable when it supports a repeatable 

workflow. 25 

Figure 2. Governance workflow for operationalizing software composition data  

 

Responsibilities should be defined throughout this sequence. Engineering may assess technical 

applicability, product security may determine priority, suppliers may provide upstream fixes, and 

operations may deploy and verify remediation. A vulnerability should not remain unresolved 

because ownership is unclear. 

 

 

 

Measure  What it shows  

Current SBOM coverage  Supported releases with complete and up-to-date composition records  

Deployment mapping coverage  Ability to connect affected firmware to deployed charging stations  

Time to product-specific 

assessment  

Speed of determining applicability, reachability, and impact  

Unresolved applicable 

vulnerability age  

Duration for which confirmed exposure remains open  

Table 12. Measures for evaluating SBOM visibility and vulnerability response capability  
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Metrics should measure visibility and response capability rather than document production. An 

SBOM provides little assurance if it is incomplete, outdated, or disconnected from released and 

deployed firmware. 

 

Effective software composition governance ultimately provides the foundation for secure 

remediation: it identifies what software is present, determines whether the product is affected, 

and establishes who must act. 

 

The next chapter turns these decisions into operational practice through secure development, 

firmware remediation, PSIRT coordination, supplier enforcement, and field verification. 
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Chapter 6. From Playbook to Practice: 

Operationalizing Continuous Assurance  
The capabilities described in the previous chapters become effective only when they are 

integrated into product development, release management, field operations, supplier oversight, 

and coordinated vulnerability response.  

 

The objective is not to create a separate security process alongside engineering and operations. 

It is to ensure that each lifecycle stage produces the evidence and operational capability needed 

to maintain OCPP-aligned security after deployment.  

  

6.1 Secure development and release assurance  

Security requirements should be established during design and verified throughout 

development, release, and maintenance.26  

 

Lifecycle stage  Core activities  Required output  

Requirements and 

design  

Risk assessment, threat modeling, trust-boundary 

analysis, and security requirements  

Approved requirements 

and identified high-risk functions  

Development  Secure coding, dependency control, secrets 

management, peer review, and protected 

development environments  

Traceable code changes and 

controlled dependencies  

Verification  Static analysis, composition analysis, protocol 

fuzzing, penetration testing, and negative testing  

Reviewed findings with documented 

disposition  

Release  SBOM and VEX review, configuration validation, 

firmware signing, and update planning  

Approved release and supporting 

security evidence  

Maintenance  Vulnerability monitoring, regression testing, 

remediation, and lifecycle review  

Updated software, vulnerability 

records, and customer guidance  

Table 13. Secure development and release assurance across the EVSE software lifecycle  

 

These activities align with the OCPP Security Operations Guide’s recommendations for secure 

coding, strict input validation, software composition analysis, protocol fuzzing, code review, and 

independent security testing.  

 

Release gates  

Security reviews should produce accountable release decisions rather than advisory findings that 

can be bypassed without formal approval. Before release, vendors should confirm that:  

• Critical findings are resolved or formally accepted  

• Composition and vulnerability records correspond to the released image  

• Default configuration, credentials, and exposed services are secure  

• Signing, update, recovery, and supporting security evidence have been verified  
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Exceptions should record the affected product, residual risk, compensating controls, accountable 

owner, approval authority, and target resolution date.  

 

Build and release integrity  

Source repositories, build systems, package and artifact stores, signing infrastructure, 

administrative identities, and approval workflows should be protected as part of the software 

supply chain. 

 

Production artifacts should be traceable to an approved source revision and controlled build 

process. Access to signing and release functions should be individually attributable, limited to 

authorized roles, and separated from ordinary development access.  

  

6.2 Operational security for charging stations and CSMSs  

Security responsibilities continue after release. Charging stations should protect device identities, 

disable unnecessary interfaces, validate sensitive commands, generate trustworthy telemetry, and 

support secure recovery. CSMSs and operators should enforce individual accounts, strong 

authentication, least privilege, restricted access to integrations, event correlation, and 

coordinated response. 

 

Privileged actions, including firmware, certificate, configuration, reset, transaction, and power-

related operations, should be subject to stronger controls than routine monitoring or support 

functions. Each human, system, and third-party identity should receive only the permissions 

required for its role, with approval and complete auditability for sensitive or bulk actions. 

 

The OCPP Security Operations Guide notes that authentication does not by itself provide 

charging station role separation after CSMS authentication. High-impact operations may 

therefore require additional authorization, separation of duties, and monitoring beyond 

establishing a trusted connection.  

 

Monitoring should focus on authentication and trust failures, unexpected configuration or 

endpoint changes, abnormal update or operational activity, missing security events, and similar 

anomalies across multiple charging stations. Escalation criteria should distinguish routine device 

faults from product vulnerabilities, supplier issues, compromised identities, and coordinated 

incidents.  

 

6.3 Firmware remediation and recovery  

Effective vulnerability response depends on the ability to build, distribute, install, and verify 

trustworthy firmware across deployed charging stations.  
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Update stage  Required control  

Build  Produce the update from an approved source and controlled 

environment  

Approval  Confirm testing, vulnerability disposition, compatibility, and release 

authorization  

Signing  Sign the firmware using protected keys and an approved process  

Distribution  Use authenticated and protected update infrastructure  

Preinstallation verification  Validate authenticity, integrity, compatibility, and version eligibility  

Installation  Preserve power-loss tolerance and avoid unrecoverable partial 

updates  

Verification and recording  Confirm device health, installed version, security configuration, and 

deployment outcome  

Table 14. Required controls across the firmware update process  

 

Consistent with the OCPP Security Operations Guide, charging stations should authenticate 

firmware before installation, use secure boot where supported, and prevent installation of older 

versions that could reintroduce known vulnerabilities.  

 

Staged Deployment  

Updates should normally progress through these stages:  

 

Figure 3. Staged deployment process for firmware updates  
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Rollout decisions should account for product and firmware compatibility, connectivity, site 

criticality, operational constraints, and integration with the CSMS and third-party services. 

Deployment should pause when health checks identify failed installations, repeated restarts, loss 

of communication, or unexpected behavior.  

 

Controlled recovery  

Recovery mechanisms should accept only authorized software, block versions with known critical 

exposure, preserve device identity and required configuration, and record the recovery event. 

Offline or intermittently connected charging stations require a controlled manual process with 

equivalent authorization, signature, compatibility, and verification requirements.  

  

6.4 PSIRT, disclosure, and customer communication  

A Product Security Incident Response Team (PSIRT) coordinates product vulnerability cases from 

intake through verified remediation and disclosure.27  

 

Response stage  Core activity  Expected output  

Intake  Receive internal, researcher, customer, supplier, 

and monitoring reports  

Tracked case and acknowledgment  

Validation  Confirm the issue and preserve technical evidence  Reproducible finding or 

documented rejection  

Scoping  Identify affected components, releases, products, 

and deployments  

Product-impact assessment  

Prioritization  Apply severity, exploitability, and infrastructure-

impact criteria  

Response priority and target 

timeline  

Remediation  Develop and validate a fix or mitigation  Approved release or actionable 

mitigation  

Deployment  Coordinate rollout and verify field adoption  Deployment status and unresolved 

exceptions  

Disclosure  Provide accurate stakeholder guidance  Advisory and updated VEX status  

Closure  Confirm resolution and capture lessons learned  Closed case and improvement 

actions  

Table 15. PSIRT response stages, activities, and expected outputs  

 

PSIRT should maintain case ownership, while product security and engineering perform 

validation and remediation, release and field operations manage deployment, suppliers address 

upstream dependencies, legal and compliance manage reporting obligations, and customer 

support provides consistent external guidance.28 

 

Active exploitation, potential safety impact, credential compromise, widespread exposure, or 

centralized-system risk should trigger accelerated escalation. 
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Customer advisories should identify affected products and firmware, impact and prerequisites, 

known exploitation, mitigations and fixed releases, update or recovery instructions, product-

applicability status, and escalation contacts. Information should remain consistent across 

advisories, portals, support teams, suppliers, and machine-readable records.29, 30 

 

Supplier requirements should be enforced through contracts, technical acceptance, performance 

reviews, and end-of-support planning. Agreements should assign responsibility for vulnerability 

notification, applicability analysis, patch development, integration testing, customer 

communication, deployment, and residual risk when no remediation is available.  
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6.5 Implementation roadmap  

Organizations can establish continuous assurance through three maturity stages.  

 

Stage  Objective  Key outcomes  

1. Establish the 

foundation  

Define ownership and create 

reliable baselines  

PSIRT and lifecycle roles; product, firmware, SBOM, 

deployment, and supplier records; protected build 

and update environments; documented intake and 

escalation procedures  

2. Integrate 

lifecycle controls  

Embed security into engineering 

and field operations  

Security requirements and release gates; automated 

analysis and VEX; staged update and recovery 

processes; supplier controls  

3. Operate and 

improve  

Measure performance and adapt 

to changing risk  

Continuous monitoring; incident and recovery 

exercises; verified field remediation; privileged-

access reviews; process improvement from 

operational findings  

Table 16. Three-stage roadmap for establishing continuous assurance  

 

Performance should be assessed by product, severity, deployment type, and support status. 

Aggregate results may otherwise conceal older releases, failed updates, unresolved exceptions, or 

critical sites that remain exposed. 

 

Continuous assurance is achieved when OCPP implementation, secure development, software 

composition, field remediation, supplier oversight, and vulnerability response function as one 

lifecycle system.  
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Chapter 7. Conclusion  
OCPP provides an important foundation for securing communication and operations between 

charging stations and CSMSs. Software supply chain governance, grounded in real-world grid-

edge experience, sustains it.  

 

OCPP-aligned security establishes the operational baseline. Software supply 

chain governance sustains it. 

 

For EVSE vendors, continuous assurance means maintaining reliable visibility into software 

composition, understanding which products and deployments are affected by newly disclosed 

vulnerabilities, and translating those decisions into secure remediation. VicOne has worked with 

leading manufacturers to implement exactly this capability, reducing uncertainty and shortening 

the window between vulnerability discovery and verified recovery.31 

 

The competitive advantage does not come from claiming that vulnerabilities will never occur. It 

comes from demonstrating — through transparent processes, actionable evidence, and proven 

operational resilience — that they can be identified, assessed, contained, and communicated with 

discipline.  

 

By aligning OCPP security operations with continuous software supply chain governance, vendors 

can move beyond point-in-time protocol compliance toward a repeatable lifecycle capability. 

This is the approach VicOne brings to the market: deep domain expertise in both EVSE and 

power grid security, delivered through practical, deployable solutions.  
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